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The unique convergence of an Access and 
Governance SaaS solution, including  
advanced AI-driven features 

Evidian Orbion Access & Governance
A comprehensive identity and access management solution 
as a service with: an expedient user on-boarding procedure, 
dynamic user life cycle and access management, governance 
capabilities, identity federation, bleeding edge multi-factor 
authentication (MFA) and Single-Sign-On (SSO).

Generative AI
Evidian Orbion introduces advanced AI-driven 
features, such as a generative AI (GenAI) chatbot to 
streamline users and administrators’ operations. It 
also provides access to documentation and offers 
comprehensive guidance on task execution. Most 
importantly, Gen AI will save you valuable time by 
enabling execution of administration actions 
expressed in natural language and implement 
security policy rules.

Powerful Security Model
Evidian Orbion facilitates multi-dimensional object 
relationship management by establishing links 
between users, account owners, approvers, 
organizations, and other entities. It supports various 
identity types, including personas that span 
multiple identities and devices. Roles, applications, 
and services can be accessed through catalogs, 
enabling the definition and update of rights for all 
identities, with the ability to manage changes
over time.

Strengthen security
Evidian Orbion Access & Governance guarantee 
data confidentiality, prevent session & identity theft, 
and ensure trust in protecting information streams. 
Self-service authentication methods enrollment is 
also available.

Increase Productivity
New users obtain the rights they need for their job 
rapidly. When a user joins, moves or leaves, their 
profiles are automatically adjusted. Users can 
request additional rights as roles or requirements 
change. Evidian Orbion allows users to connect 
from anywhere whilst enjoying a user-friendly 
experience.

Enhance the user experience
Providing a highly customizable standalone portal 
or the capacity to integrate into pre-existing 
corporate portals with the Evidian Connect SDK. 
The navigation menu is dynamically generated to 
display the right Web resources associated with a 
specific profile. 

Centralize Identity Management
Identify and manage all users based on the need to 
access applications. Ensure employees, 
subcontractors, partners, and customers have only 
relevant access rights.

Support Identity Federation
It is possible to control who accesses IT resources 
while delegating partner identity authentication to 
an external identity provider (IdP). The solution 
supports SAML (Security Assertion Markup 
Language) 2.0 and OpenID Connect as well as 
OAuth 2.0 for Single Sign On (SSO), identity 
federation and authorization control. Users can also 
be provisioned between trusted domains in more 
complex business environments involving partners 
and affiliates.

Strong Authentication
Strengthen security with robust multi-factor 
authentication (MFA). Evidian Orbion offers strong 
protection against phishing attacks, credential theft, 
and unauthorized access by supporting a wide 
range of authentication methods, including one-
time codes, mobile authentication, Evidian Push 
Authentication, passwordless authentication, the 
latest FIDO 2 framework, and third-party 
authentication delegation (via Radius, SAML
and OIDC).
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Evidian identity and access management 
as-a-service
“Evidian Orbion is a comprehensive IDaaS solution covering all major areas of 
IAM. It stands out by delivering a wide range of innovative capabilities, 
especially around integration of decentralized identities, efficient application 
onboarding, and by the flexible data model supporting identity relationship 
management.” (Kuppinger Executive View, September 2024)

Make the user the actor of
identities and rights
Business-oriented workflow processes, allow users to 
manage their own identity and rights life cycle 
through account review processes.

Ensure compliance with the policy
Enforce and verify policy on target systems. Create or 
delete rights based on IT resource requirements, in 
compliance with the access policy. Implement 
continuous control to detect and reconcile differences 
between the required policy and the effective rights in 
the applications.

Enable Self-Service
Orbion allows each user to self-manage their accounts.

Evidian Orbion Access & Governance is one key 
element among others to comply with data regulation 
laws. The dedicated personal data dashboards and self-
service functionalities allow users to exercise their 
rights freely and enable GDPR* compliant processes.

*General Data Protection Regulation

Delegation
Ad-hoc delegation, such as a temporary delegation of 
privileges during manager’s vacation can complement 
static delegated administration. Such a manager could 
nominate a deputy that would receive some of 
manager’s privileges. This is all done on an ad-hoc 
basis, initiated by an explicit action of the manager.

SOD
A Segregation of Duties (SoD) policy prevents any 
individual from accumulating conflicting 
responsibilities. This is typically achieved through role 
exclusion mechanisms. However, the policy may also 
require additional layers of approval, such as having at 
least two people approve each request.

Customizable Recertification
Roles, applications, and services are accessible via 
catalogues. Thanks to the support of multi-
dimensional object relationship management, features 
such as recertification can be applied to any type of 
object such as identities, roles, organizations, etc. The 
actors, process, and actions also can be configured 
flexibly within the unified model. 

SaaS & On-Prem
Provisioning
Evidian Orbion comes with a gateway for hybrid 
environments that allows connecting on-premises and 
cloud environments.

Streamline audit and compliance
Evidian Analytics features deliver pre-configured & 
customizable dashboards and reports to help you 
identify trends and patterns. These can be on the 
usage of the solution, highlight suspicious practices 
and comply with internal audit prerequisites or other 
compliance requirements. This provides the ability to 
recover values of objects at a given time in the past 
and to perform root cause analysis. All of this can be 
done by operators without technical knowledge.

Zero Trust
For everyone, always and anywhere, every role must be 
designed following the least privilege principle. Evidian 
Orbion Access & Governance helps build the secure 
foundation necessary for “Zero Trust” by providing a 
fully featured authentication and access management 
as-a-service solution.

Protect REST API
Evidian Orbion allows you to manage access to your 
secured APIs using industry-recognized standards like 
OAuth 2.0 and OpenID Connect to provide strong 
authentication and fine-grained access control. These 
protocols ensure safe access to online services while 
offering maximum flexibility to integrate third-party 
solutions and customize authentication.

Optimized management of
Cloud applications
Evidian Orbion Access & Governance enables you to 
easily manage the deployment of Cloud applications 
like SalesForce, Google Apps or Microsoft Office 365 
etc. optimizing costs and facilitating deployment.

Implementation cost control
Cloud based and ready to use, Evidian Orbion Access & 
Governance significantly reduces deployment time 
and costs. Upgrades are fully handled by Evidian, 
which save time for administrators and reduce cost for 
the company.
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Interconnectivity is at the core of Evidian’s IAM way of thinking when 
developing IAM solutions. 

To find out more about access-related functionalities, take a look at the Orbion 
Access flyer.

For more information: eviden.com

Access & Governance from a Single Pane of Glass

The Right Identity with the Right Privileges at the Right Time

User & Right 
Management
Governance of 
joiners, movers 
& leavers rights

Provisioning
Automatic 
activation and 
deactivation

Strong 
Authentication
Multi-factor 
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Analytics
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Single Sign-On
SSO, Federation 
and dynamic 
authorization 
Audit
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